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NOTICE OF ADOPTED AMENDMENTS 
 

1) Heading of the Part:  Collection, Disclosure, and Confidentiality of Health Statistics; 
Institutional Review Board 

 
2) Code Citation:  77 Ill. Adm. Code 1005 
 
3) Section Numbers:  Adopted Action: 
 1005.10   Amended 
 1005.15   New Section 
 1005.20   Amended 
 1005.25   New Section 
 1005.30   Amended 
 1005.35   New Section 
 1005.40   Repealed 
 1005.50   Repealed 
 1005.60   Repealed 
 1005.100   New Section 
 1005.110   New Section 
 1005.120   New Section 
 1005.130   New Section 
 1005.140   New Section 
 1005.150   New Section 
 
4) Statutory Authority:  Illinois Health Statistics Act [410 ILCS 520] 
 
5) Effective Date of Amendments:     
 
6) Does this rulemaking contain an automatic repeal date?  No    
 
7) Does this rulemaking contain incorporations by reference?  Yes 
 
8) A copy of the adopted amendments, including any material incorporated by reference, is 

on file in the agency's principal office and is available for public inspection. 
 
9) Notice of Proposed Amendments Published in Illinois Register:  January 31, 2014; 38 Ill. 
 Reg. 3315 
 
10) Has JCAR issued a Statement of Objection to these amendments?  No 
  
11) Difference(s) between proposal and final version: 
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The following changes were made in response to comments received during the first 
notice or public comment period: 
 
1. In Section 1005.25(a)(6), change "hypothesis" to "hypotheses". 

 
2. In Section 1005.30(b), add "the Department will perform an administrative review 

of all" after "feasibility,". 
 
3. In Section 1005.30(b), delete "may be reviewed" after "requests for health data".  
 
4. In Section 1005.30(b) add "as required by laws and regulations specific to the 

data being requested," after "requests for health data". 
 
5. In Section 1005.30(b), add "as described in 45 CFR 46" after "proposed analysis".  
 
6. In Section 1005.30(d), delete "90" and add "120". 
 
7. In Section 1005.30(e), strike out "deniable" after "constitute". 
 
8. In Section 1005.30(f) delete "so that it will not result in the dissemination of 

health data that would result in the identification of any individual patient or 
provider" after "modify the request". 

 
9. In Section 1005.35(a)(C)(iii), add "; and" after "experience". 
 
10. In Section 1005.100(c), add "Department's" after "approval of the".  
 
11. In Section 1005.100(e), add a new subsection "e)    The IRB chair will solicit 

recommendations for IRB membership from Department Deputy Directors, IRB  
members, and, as needed, from other Department staff,  and professional and 
human services agencies and organizations.  Individuals who wish to be 
considered for IRB membership shall indicate their interest by contacting the IRB 
chairperson.  The Director will consider the candidates and make formal 
appointments to fulfill the specific requirements of the IRB composition as 
required in this Section and 45 CFR 46.". 

 
12. In Section 1005.120(a), add "In accordance with 45 CFR 46," before "Research 

proposals". 
 

13. In Section 1005.120(b), add "After administrative review of the administrative 
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impact, technical feasibility and human subject protection as described in 45 CFR 
46" before "The". 

 
 The following changes were made in response to comments and suggestions of JCAR: 
 

1. In Section 1005.10 under "Indirect Identifiers", change "implicate privacy 
interests by increasing" to "increase". 

 
2. In Section 1005.10 under "Limited Health Data Sets", after "regulations" add (45 

CFR 46)". 
 
3. In Section 1005.15(a)(1), change "1991" to "2009". 
 
4. In Section 1005.20(d), strike "respecting" and add "in regard to". 
 
5. In Section 1005.35(a)(1)(D-E), delete "or". 
 
6.   In Section 1005.110(v), change "investigator" to "researcher". 
 
7. In Section 1005.140, change "investigators" to "researchers". 

 
In addition, various typographical, grammatical, and form changes were made in 
response to the comments from JCAR.  
 

12) Have all the changes agreed upon by the agency and JCAR been made as indicated in the 
agreements issued by JCAR?  Yes 

 
13) Will this rulemaking replace an emergency rule currently in effect?  No 
 
14) Are there any amendments pending on this Part?  No 
   
15) Summary and Purpose of Rulemaking:   
 

Institutional Review Board (IRB) approval is required for the release of certain data, as 
required by statute (e.g., the Health Statistics Act).  The amendments provide information  
for external stakeholders regarding submission of applications to the IRB, and explains 
how the IRB review process takes place.   
 
The Department's Director is signatory to the United States Department of Health and 
Human Services Federal-wide Assurance (FWA) for the Protection of Human Subjects in 
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Research, and the IRB is responsible for ensuring that when the Department becomes 
engaged in research to which the FWA applies, it is compliant with federal requirements 
 
The amendments proposed for Subpart A (General Provisions) clarify definitions, lay out 
an application procedure for data release, and repeal provision relating to the Data 
Protection Review Board (DPRB), which no longer exists. 

 
The amendments proposed for Subpart B (Institutional Review Board) provide 
information regarding the IRB's role, composition and review process. 

 
16) Information and questions regarding these adopted amendments shall be directed to: 
 

Susan Meister 
Division of Legal Services 

Department of Public Health 
535 West Jefferson, 5th Floor 

Springfield, Illinois 62761 
 

(217)782-2043 
e-mail:  dph.rules@illinois.gov 

 
The full text of the adopted amendments begins on the next page: 
 

mailto:dph.rules@illinois.gov
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TITLE 77:  PUBLIC HEALTH 
CHAPTER I:  DEPARTMENT OF PUBLIC HEALTH 

SUBCHAPTER x:  HEALTH STATISTICS 
 

PART 1005 
COLLECTION, DISCLOSURE, AND CONFIDENTIALITY 

OF HEALTH STATISTICS; INSTITUTIONAL REVIEW BOARD 
 

SUBPART A:  GENERAL PROVISIONS 
 
Section  
1005.10 Definitions  
1005.15 Incorporated and Referenced Materials 
1005.20 DepartmentDepartmental Functions  
1005.25 Requests for Release of Health Data by Researchers and Other Individuals 
1005.30 DepartmentDepartmental Procedures for Health Data Release 
1005.35 Department Standards for Health Data Release 
1005.40 Data Protection Review Board (DPRB) (Repealed) 
1005.50 Access to Data (Repealed) 
1005.60 Requests for Data (Repealed) 
 

SUBPART B:  INSTITUTIONAL REVIEW BOARD 
 
1005.100 Institutional Review Board Authority, Role and Composition 
1005.110 Institutional Review Board Procedures  
1005.120 Administrative Review and Approval  
1005.130 Suspension or Termination of Institutional Review Board Approval 
1005.140 Documentation of Institutional Review Board Activities  
1005.150 Institutional Review Board Applications  
 
AUTHORITY:  Implementing and authorized by the Illinois Health Statistics Act [410 ILCS 
520].  
 
SOURCE:  Adopted and codified at 7 Ill. Reg. 11293, effective August 26, 1983; amended at 38 
Ill. Reg. ______, effective ____________. 

 
SUBPART A:  GENERAL PROVISIONS 

 
Section 1005.10  Definitions  
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"Act" means the Illinois Health Statistics Act [410 ILCS 520]. 
 

 "Aggregate HealthAggregated Data" meansshall mean a statistical tabulation of 
one or more individualpatient records or case reports that have been combined for 
statistical, descriptive or analytic purposes, with no single grouping or tabulation 
based upon fewer than thirty patient records.  

 
 "Deniable Aggregated Data" shall mean aggregated data which includes data for a 

number of patient records which is less than those encompassed by the definition 
of aggregated data and which involves "deniable data elements".  

 
 "Deniable Data Elements", shall mean data pertaining to a particular patient 

record that contains one or more of the following deniable data elements:  medical 
record number, admit date, admit or visit number, discharge date, date(s) of 
surgery, third-party payor patient identification number, address, birthdate, 
individual provider identification (direct and indirect), name, social security 
number, recipient number and accident date.  Additional data elements beyond 
those specified, contained in particular patient records, may be denied if their 
analysis in conjunction with non-deniable data elements could be used to identify 
individuals.  

  
"Department" meansshall mean the Illinois Department of Public Health.  
(Section 2(a) of the Act) 
 

 "Director" meansshall mean the Director of the Illinois Department of Public 
Health.  
 
"Disclosure" means the communication of health data to an individual or 

organization outside the Department. 
 

 "Health Data", for the purposes of this Partthese regulations, includes but is not 
limited to:  

 
 Data concerning the extent, nature and impact of illness and disability on 

the population of the State;  
 
 The determinants of health and health hazards;  
 
 Health resources, including the extent of available manpower and 

resources;  
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 Utilization and quality of health care; and  
 
 Health care costs and financing.  
 

 "Health Facility" meansshall mean an entity including, but not limited to, a 
hospital, long-term care facility or ambulatory surgical treatment center licensed 
by the State to provide health care.  

 
 "Health Facility Data" meansshall mean the data element of a hospital, nursing 

home, or other health facility identification.  
 

"Health Insurance Portability and Accountability Act" or "HIPAA" means the 
federal law (Public Law 104-191) that establishes standards for the privacy and 
security of health information and its associated regulations (45 CFR 160, 162 
and 164). 
 
"HIPAA Covered Program" means a Department program identified by the 
Department as a health care component in accordance with HIPAA. 
 
"HIPAA Identifiers" means the 18 direct identifiers listed in the Privacy Rule:  
 

Names; 
 
All geographical subdivisions smaller than a State, including street 
address, city, county, precinct, zip code, and their equivalent geocodes, 
except for the initial three digits of a zip code, if, according to the current 
publicly available data from the Bureau of the Census: 
 

the geographic unit formed by combining all zip codes with the 
same three initial digits contains more than 20,000 people; and 
 
the initial three digits of a zip code for all such geographic units 
containing 20,000 or fewer people is changed to 000; 

 
All elements of dates (except year) for dates directly related to an 
individual, including birth date, admission date, discharge date, date of 
death; and all ages over 89 and all elements of dates (including year) 
indicative of age over 89, except that ages and elements may be 
aggregated into a single category of age 90 or older; 

http://aspe.hhs.gov/admnsimp/pl104191.htm
http://www.access.gpo.gov/nara/cfr/waisidx_07/45cfr160_07.html
http://www.access.gpo.gov/nara/cfr/waisidx_07/45cfr162_07.html
http://www.access.gpo.gov/nara/cfr/waisidx_07/45cfr164_07.html
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Phone numbers; 
 
Fax numbers; 
 
Electronic mail addresses; 
 
Social Security numbers; 
 
Medical record numbers; 
 
Health plan beneficiary numbers; 
 
Account numbers; 
 
Certificate/license numbers; 
 
Vehicle identifiers and serial numbers, including license plate numbers; 
 
Device identifiers and serial numbers; 
 
Web Universal Resource Locators (URLs); 
 
Internet Protocol (IP) address numbers; 
 
Biometric identifiers, including finger- and voice-prints; 
 
Full face photographic images and any comparable images; and  
 
Any other unique identifying number, characteristic, or code (not 
including the unique code assigned by the investigator to code the data). 

 
"Human Subject" means a living individual about whom a researcher obtains data 
through intervention or interaction with the individual or individual private 
information. 
 
"Identifiable Health Facility" meansshall mean any health facility thatwhich is 
specified by name or precise geographical location or other precise characteristics 
in the data sets or analyses. 

 
 "Individual Data" shall mean data pertaining to individual patients which do not 
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include any of the "deniable data elements".  The following shall not constitute 
"deniable data elements":  month and year of admission or visit, month and year 
of discharge, length of stay, number of pre-operative days, number of post-
operative days, class of payor, zip code or census tract location of patient 
residence, age of patient at one-year intervals for patients one year old or older, 
age of patient at one week intervals for patients less than one year old, individual 
provider specialty, presence or absence of an accident, and health facility 
identification.  

 
"Indirect Identifiers" means elements in documents and records that increase the 
likelihood of identifying an individual, but do not involve direct identifiers. The 
indirect identifiers included in files or documents may vary based on whether the 
indirect identifier serves to increase the likelihood of identifying the individual 
and whether the privacy interests outweigh the public interest in releasing the 
indirect identifier.   

 
 "IndividuallyIndividual Identifiable Health Data" meansis any health data 

thatwhich can be used to identify the individual supplying or described in the 
health data.  Specifically included areis data elements, alone or in combination 
with other elements in the health data, containing unique patient or individual 
provider identifiers.  Any health data pertaining to fewer than six individual 
providers at any single identifiable health facility constitutes individually 
identifiable health data.  

 
"Individually Identifiable Health Information" means information that: 
 

is a subset of individually identifiable health data that is created or 
received by the Department; 
 
relates to the past, present or future physical or mental health or condition 
of an individual, the provision of health care to an individual, or the past, 
present or future payment for the provision of health care to an individual; 
and 
 
identifies the individual or there is a reasonable basis to believe the 
information can be used to identify the individual. 

 
Individual Provider" meansshall mean any physician, dentist, podiatrist, 
chiropractic physician or other individual licensed or otherwise authorized in this 
State to furnish health care services.  
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"Institutional Review Board" or "IRB" means a body established in accordance 
with applicable federal regulations for human research protections as set forth in 
45 CFR 46.  The IRB chairperson may act on behalf of the IRB as specified in 45 
CFR 46.  
 
"Limited Health Data Sets" means confidential information that excludes specific 
direct identifiers of the individual, or of relatives, employers or household 
members of the individual, as described in federal regulations (45 CFR 46), that 
may be disclosed for research, public health or operations purposes, at the 
discretion of the Department, if approved by the Department's IRB as authorized 
under Section 1005.120.  Indirect identifiers in limited health data sets may 
include, but are not limited to: admission, discharge, service, or incident dates; 
dates of birth or death, ages in years, months or days or hours; and five digit or 
more zip code or any other geographic subdivision, except for street name and 
number, four digit zip code extension, latitude and longitude, or census block.   
 
"Patient" meansshall mean an individual who receives health care from an 
individual provider or who receives care while in a health facility; this includes 
residents of licensed long-term care facilities.  
 
"Privacy Rule" means the Health Insurance Portability and Accountability Act 
regulations. 
 
"Public Use Health Data File" means a Department health data file designated as 
de-identified by the IRB that is available to anyone. Health data elements are 
limited and health data values are aggregated in the files so that the proportion of 
unique records is below thresholds as determined by the IRB and consistent with 
common practice for developing the files.  
 
"Safe Harbor De-identification Method" means a method of de-identification so 
that the Department staff member who discloses the de-identified information 
does not have actual knowledge that the information could be used alone or in 
combination with other information to identify an individual who is the subject of 
the information, and that the 18 HIPAA identifiers of the individual, or of 
relatives, employers or household members, are removed. 
 
"Statistical De-identification" means that, upon the request of the Department, a 
qualified statistician using accepted analytic techniques concludes that the risk is 
very small that the individual level health data could be used alone or in 
combination with other reasonably available information to identify the subject of 
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the health data.  For the purposes of this procedure, a qualified statistician shall be 
a member of the Department's staff who is identified by the IRB for this purpose. 
 

(Source:  Amended at 38 Ill. Reg. ______, effective ____________) 
 
Section 1005.15  Incorporated and Referenced Materials 
 

a) The following federal regulations are incorporated by reference in this Part: 
 

1) 45 CFR 46 − Protection of Human Subjects (2009) 
 
2) 21 CFR 50 − Protection of Human Subjects (2011) 

 
3) 21 CFR 56 − Institutional Review Boards (2009) 
 
4) 45 CFR 160, 162 and Subparts A and E of 164 − HIPAA Privacy Rule 

(2006)  
 

b) The following Illinois statutes are referenced in this Part: 
 

1) Illinois Health Statistics Act [410 ILCS 520] 
 

2) Open Meetings Act [5 ILCS 120] 
 

3) Freedom of Information Act [5 ILCS 140] 
 

c) All incorporations by reference of federal regulations or guidelines refer to the 
regulations or guidelines on the date specified and do not include any 
amendments or editions subsequent to the date specified. 

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.20  DepartmentDepartmental Functions  
 
The Department willshall:  
 

a) Publish, make available and disseminate health statistics on as wide a basis as 
practicable;  

 
b) CoordinateTake action to coordinate its efforts with all public and private 
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agencies and their representative co-operative groups to effect a sharing of health 
data with the State;  

 
c) Participate with public and private agencies in the design and implementation of 

cooperative health data systems; and  
 
d) Undertake and support research, development, demonstrations, and evaluations in 

regard to respecting thesuch cooperative system, with particular emphasis on 
health data consortium activities in Illinois; and.  

 
e) Evaluate confidentiality requirements and concerns when making determinations 

regarding release of health data. 
 
(Source:  Amended at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.25  Requests for Release of Health Data by Researchers and Other Individuals  
 

a) Requests to the Department for health data shall be submitted in a standard format 
specified by the Department.  All requests for data shall contain the following 
information:  
 
1) The specific purpose for which the health data is requested, including 

testable research hypotheses;  
 

2) The justification for requested health data elements; 
 

3) The particular file format desired;  
 
4) The time period within which the health data is desired;  

 
5) For health data to be supplied more than once, the frequency with which 

health data is to be supplied; and   
 
6) Any other information the Department may reasonably require, including, 

but not limited to, an explanation of how the study design can be 
reasonably expected to answer the proposed hypotheses. 

 
b) Requests for non-individually identifiable data and limited health data sets shall 

contain an assurance that no attempt will be made to identify any specific 
individuals, physicians or individual providers of services about whom health data 



 ILLINOIS REGISTER  
 

DEPARTMENT OF PUBLIC HEALTH 
 

NOTICE OF ADOPTED AMENDMENTS 
 

is supplied, unless approved by the Department.   
 
c) Any applicant who includes specific individual provider identification numbers in 

the request for health data shall furnish, as part of the application, proof of 
notification of the request to all individual providers, if the request requires IRB 
approval.  Any individual provider shall have the right to submit comments to the 
Department.  Comments shall be included with any health data pertaining to the 
individual provider that is disclosed to the applicant. 

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.30  DepartmentDepartmental Procedures for Health Data Release 
 

a) Where groupings of data are based upon fewer than twelve patient records 
containing deniable data elements, such groupings will be eliminated or combined 
with other groupings.  

 
a)b) The Department willshall review all requests for health data to determine whether 

the request is technically feasible in terms of the ability of the Department to 
provideproduce the required health data:  
 
1) Fromfrom a known data base; and  
 
2) Under statutes, rules andunder agreements by which the health data came 

into the Department's possessionState hands.  
 
b) In addition to technical feasibility, the Department will perform an administrative 

review of all requests for health data as required by laws and regulations specific 
to the data being requested, based on factors including an assessment of the 
potential benefit and public health utility to be derived from the proposed analysis 
as described in 45 CFR 46; the necessity for identifiable health data,  if requested; 
feasibility of the study design; the applicability of the requested health data to the 
stated purposes; and the ability of Department staff to provide the requested 
health data, including an estimation of the staff time and costs involved. 

 
c) All requests for data thatwhich are denied willnot technically feasible shall be 

returned to the applicant within 90 days to the applicant with a statement 
containing the reason why the request is being deniedreturned.  

 
d) All requests for individual data that are approved willor aggregated data which do 
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not constitute or involve deniable data elements, health facility data or deniable 
aggregated data and which are technically feasible shall be processed within 120 
days after approval by the Department's IRB and execution of a health data use 
agreement.  

 
e) Any data pertaining to deniable data elements or fewer than twelve patients shall 

be deemed to constitute individual identifiable data.  In no instance may this data 
be disseminated except pursuant to Section 1005.30(h) of this Part.  

 
ef) Any health data pertaining to deniable data elements and/or fewer than six 

individual providers at any single identifiable health facility or serving a specified 
or identifiable geographic area constitutesshall be deemed to constitute deniable 
individual identifiable health data.  This health data shall notIn no instance may 
this data be disseminated except pursuant to Section 1005.35(a)30(h) of this Part.  

 
fg) The Department and the IRB will each review requests for health data containing 

direct identifiers and requests for limited health data sets that have not been 
previously released.  After the review by the Department and the IRB, and upon 
making the determination that the request is not approved, the person making the 
request shall be instructed to modify the request.The Department shall review all 
requests involving deniable individual data, health facility data and deniable 
aggregated data in order to determine:  

 
1) whether the purpose of the request is consistent with the purposes for 

which data from the Department may be used and purposes for which the 
data was collected.  

 
2) the utility of each study for which data is requested.  

 
g) The Department will not approve any release of health data unless all provisions 

of Section 5 of the Act, this Section, and applicable requirements of 45 CFR 46 
have been complied with. 

 
h) The department may make no disclosure of any item, collection or grouping of 

health data which makes the individual supplying or described in such data 
identifiable unless:  

 
1) The person requesting the data secures the written consent of the 

individual described in the data permitting the disclosure;  
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2) The individual described in the data has consented in writing to the 
disclosure; and  

 
3) If the disclosure is to a governmental entity in this state, in another state 

or to the federal government, provided that:  
 

A) The data will be used for a purpose for which the data was 
collected by the department; and  

 
B) the applicant is qualified to undertake the intended study as 

determined by the Director based upon the advice of the Data 
Protection Review Board.  The Director shall use, but is not 
limited to, the following criteria to determine if an applicant is 
qualified;  

 
i) credentials or experience,  
 
ii) complexity of request.  

 
C) The recipient of the data has entered into a written agreement 

satisfactory to the department, that it will protect such data in 
accordance with the requirements of this act and will not permit 
further disclosure without written authorization from the director.  

 
4) If The disclosure is to an individual or organization, for a specified time 

period as set forth in the written agreement and as determined by the 
department, solely for bona fide research and statistical purposes, as 
determined in accordance with guidelines adopted by the department, and 
the department determines that:  (1) the disclosures of the data to the 
requesting individual or organization is required for the research and 
statistical purposes proposed; and (2) the requesting individual or 
organization has entered into a written agreement satisfactory to the 
department that it will protect such data in accordance with the 
requirements of this Act and will not permit further disclosure without 
written authorization from the Director.  In no event, however, may the 
name, address, social security number, recipient number, or other unique 
personal identifier or an individual supplying the data or described in it 
be disclosed under the subparagraph to the requesting individual or 
organization.  
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5) If the disclosure is to a governmental entity for the purpose of conducting 
an audit, evaluation or investigation of the department and such 
governmental entity agrees not to use such data for making any 
determination to whom the health data relates.  

 
i) Any disclosure provided for in paragraph (h) of this Section shall be made at the 

discretion of the department except that the disclosure provided for in 
subparagraph (5) of paragraph (h) of this Section must be made when the 
requirements of that subparagraph have been met.  

 
j) No identifiable health data obtained in the course of activities undertaken or 

supported under this act shall be subject to subpoena, or similar compulsory 
process in any civil or criminal, judicial, administrative or legislative proceeding, 
nor shall any individual or organization with lawful access to identifiable health 
data under the provisions of this Act be compelled to testify with regard to such 
health data, except that data pertaining to a party litigation may be subject to 
subpoena or similar compulsory process in an action brought by or on behalf of 
such individual to enforce any liability arising under this Act.  

 
k) The Department, after completing its review, shall forward all requests for 

deniable aggregated data, health facility data and deniable data elements and, the 
results of its review and all supporting data to the Data Protection Review Board 
for its review.  After the review of the Data Protection Review Board and 
Department, and upon finding that such request of deniable data is not required 
and is inappropriate, the Department will instruct the person making the request 
for deniable aggregated data or deniable data elements to modify their request in 
such a way that it will not, in order to be complied with, result in the 
dissemination of deniable data, or which would result in the identification of any 
individual patient or provider.  

 
(Source:  Amended at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.35  Department Standards for Health Data Release 
 

a) Disclosure of Individually Identifiable Health Data 
 
1) The Department may make no disclosure of any item, collection or 

grouping of health data that makes the individual supplying or described 
in the health data identifiable unless:  
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A) The individual described in the health data, or the parent or legal 
guardian if the individual is a minor or mentally incompetent or a 
person holding a power of attorney covering the matters on behalf of 
the individual, has consented to the disclosure;  

 
B) The disclosure is to a governmental entity in this State or in 

another state or to the federal government, provided that:  
 

i) The health data will be used for a purpose for which the 
health data was collected by the Department; 

 
ii) The recipient of the health data has entered into a written 

agreement, satisfactory to the Department, that it will 
protect the health data in accordance with the requirements 
of the Act and this Part and will not permit further 
disclosure without prior approval of the Department 
(Section 5(a)(2) of the Act); 

 
C) The disclosure is to an individual or organization, for a specified 

time period as set forth in the written agreement and as determined 
by the Department, solely for bona fide research or statistical 
purposes, as determined in accordance with guidelines and 
procedures adopted by the Department, and the Department 
determines that: 
 
i) the disclosure of the health data to the requesting 

individual or organization is required for the research or 
statistical purposes proposed; 

 
ii) the requesting individual or organization has entered into a 

written agreement satisfactory to the Department that it 
will protect the health data in accordance with the 
requirements of the Act and this Part and will not permit 
further disclosure without prior approval of the 
Department. In no event, however, may the name, address, 
social security number, recipient number, or other unique 
personal identifier of an individual supplying the health 
data to the Department or described in it be disclosed 
under this Part to the requesting individual or organization, 
unless a Department-approved Institutional Review Board 
or its equivalent on the protection of human subjects in 
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research has reviewed and approved the health data 
request. (Section 5(a)(3) of the Act); and 

 
iii) The applicant is qualified to undertake the intended activity 

or study, as determined by the Department, based upon the 
IRB's assessment. In making its determination, the 
Department will consider, but is not limited to, the 
applicant's credentials and experience; and complexity of 
the health data request;  

 
D) The disclosure is to a governmental entity for the purpose of 

conducting an audit, evaluation or investigation of the Department 
and the governmental entity agrees not to use the health data for 
making any determination to whom the health data relates (Section 
5(a)(4) of the Act);  

 
E) The disclosure is of specific medical or epidemiological 

information to authorized personnel in this or another state or the 
federal government, or agencies responsible to enforce quarantine, 
 when necessary to continue patient services or to undertake public 
health efforts to control communicable, infectious, acute, chronic, 
or any other disease or health hazard that the Department considers 
to be dangerous or important or that may affect public health;  

 
F) The disclosure is of specific medical or epidemiologic information 

to a health care provider, health care personnel, or public health 
personnel who has a legitimate need to have access to the 
information in order to assist the patient or protect the patient.  
This does not create a duty to warn third parties; or  

 
G) The disclosure is necessary to obtain payment from an insurer or 

other third party payor in order for the Department to obtain 
payment or coordinate benefits for a patient.  

 
b) Any disclosure provided for in subsection (a) of this Section shall be made at the 

discretion of the Department except that the disclosure provided for in subsection 
(a)(1)(D) of this Section must be made when the requirements of that subsection 
have been met. (Section 5(b) of the Act) 

 
c) No identifiable health data obtained in the course of activities undertaken or 
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supported under the Act or this Part shall be subject to subpoena, or similar 
compulsory process in any civil or criminal, judicial, administrative or legislative 
proceeding, nor shall any individual or organization with lawful access to 
identifiable health data under the provisions of the Act or this Part be compelled 
to testify with regard to the health data, except that data pertaining to a party in 
litigation may be subject to subpoena or similar compulsory process in an action 
brought by or on behalf of the individual to enforce any liability arising under the 
Act or this Part. (Section 5(c) of the Act) 

 
d) Standards for Disclosure of De-Identified Health Data 
 

1) De-identification Standard: Individual health data is sufficiently de- 
identified and does not constitute confidential information if a statistical or 
a safe harbor de-identification method is used.  Public use data files 
approved for publication by the Department also meet the de- 
identification standard.  

 
2) Re-identification of De-identified Health Data: The Department may 

assign a code or other means of health data identification to allow 
information that has been de-identified to be re-identified, provided that 
the Department does not disclose the code or other means of health data 
identification for any other purpose and does not disclose the mechanism 
for re-identification of the individual, and that the code or other means of 
data identification is not derived from or related to information about the 
individual and cannot otherwise be translated to identify the individual. 

 
e) Standards for Disclosure of Aggregate Health Data  
 

1) Any disclosure of aggregate health data shall ensure that there is no 
reasonable basis to believe that the identity of an individual could be 
derived from disclosure of aggregate health data, unless the Director 
determines that the public health benefit of the disclosure is warranted or 
that conditions specified in subsection (a) are met.  

 
2) When releasing de-identified aggregate health data, Department programs 

will use accepted methods for de-identification of aggregate health data 
and will take into account whether values should be suppressed in 
situations in which numbers are too small to produce reliable statistics.  

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 
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Section 1005.40  Data Protection Review Board (DPRB) (Repealed) 
 

a) The Director shall appoint a Data Protection Review Board which shall be an 
advisory board used by the Department to review requests for deniable aggregated 
data, health facility data and deniable data elements and to offer to the 
Department any comments and/or recommendations relative to the requests.  

 
b) The DPRB shall consist of 13 members to be appointed by the Director for terms 

of three years, except that the initial appointments to the DPRB shall be made for 
the terms as follows:  

 
1) five members shall be appointed for a term of two years;  
 
2) four members shall be appointed for a term of three years; and  
 
3) four members shall be appointed for a term of four years.  
 

c) In making appointments to the DPRB, the Director shall consider 
recommendations submitted by statewide constituencies.  

 
d) Members shall serve without remuneration.  
 
e) The DPRB shall be associated with the following groups:  
 

1) State government (1 member);  
 
2) commercial insurers (1 member);  
 
3) hospital providers (2 members);  
 
4) local health planning agencies (1 member);  
 
5) professional review organizations (1 member);  
 
6) business, industry and labor (1 member);  
 
7) medical societies (2 members);  
 
8) Long-term Care provider (1 member);  
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9) Ambulatory Surgical Treatment Center provider (1 member); and  
 

10) health care academic researchers (2 members).  
 

f) The DPRB will have ninety (90) days to prepare its comments and respond to the 
Department's request for advice concerning data requests. The Director, prior to 
rendering a final determination, shall give consideration to the comments of the 
DPRB.  

 
(Source:  Repealed at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.50  Access to Data (Repealed) 
 

a) The Director shall not approve any request for deniable data elements, health 
facility data or deniable aggregated data unless he is satisfied that all provisions of 
Section 5 of the Act and of this Part have been complied with.  (See Section 
1005.30(h))  

 
b) The Director shall not permit the dissemination of any of the aforesaid data unless 

the person requesting such data has shown in written format that the data is to be 
utilized for research and statistical purposes likely to assist in the delivery of 
health care services and that the data shall not in any way be utilized to determine 
the identification of any health care provider or recipient.  

 
(Source:  Repealed at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.60  Requests for Data (Repealed) 
 

a) All requests for deniable aggregated data, deniable data elements, or data 
requiring special handling due to their complexity or need to consult unpublished 
source materials shall be submitted in writing to the Department.  

 
b) Requests for health data shall not be approved for purposes other than the purpose 

for which they were supplied or for which the individual or organization 
described in the data has otherwise consented in writing.  

 
c) Written requests to the Department for data shall be submitted in a standard 

format specified by the Department.  All written requests for data must contain 
the following information:  
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1) the specific nature of data requested;  
 
2) the particular tape format or report format desired;  
 
3) the time period within which the data are desired;  
 
4) for data to be supplied more than once, the frequency with which data are 

to be supplied; and  
 
5) any other information the Department may reasonably require.  
 

d) Requests for individual data or aggregated data which do not constitute deniable 
data elements, identifiable health facility data or deniable aggregated data shall 
contain an assurance that no attempt will be made to identify any specific 
individuals, physicians or individual providers of services about whom data is 
supplied.  

 
e) An applicant must also submit a written agreement to be entered into with the 

Department pursuant to Section 5(a)(3)(ii) of the Act.  
 
f) Any applicant who includes specific individual provider identification numbers in 

his request for data must furnish, as part of his application, proof of notification to 
all such individual providers of his request.  Any individual provider so notified 
shall have the right to submit comments to the Department.  Such comments must 
be included with any data pertaining to the individual provider which is disclosed 
to the applicant.  

 
(Source:  Repealed at 38 Ill. Reg. ______, effective ____________) 

 
SUBPART B:  INSTITUTIONAL REVIEW BOARD 

 
Section 1005.100  Institutional Review Board Authority, Role and Composition 
 

a) The IRB is established by the authority of the Department to protect the health 
and lives of the people of the State and to fulfill its duty to comply with all 
applicable requirements of 45 CFR 46 and 21 CFR 50 and 56.  

 
b) An IRB approved by the Director shall review requests for health data disclosure 

for which IRB review is required by statute or rule, and proposals for research 
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involving human subjects that is conducted by the Department or individuals 
working on behalf of the Department.  

 
c) The Director may require that proposals submitted to the Department that have 

been approved by another IRB be subject to review and approval of the 
Department's IRB.  

 
d) The IRB shall be qualified through the experience, expertise and diversity of its 

members, including race, gender, cultural backgrounds and  sensitivity to 
 community perspectives. The IRB shall review proposed research in light of 
 existing Department commitments, existing laws, regulations and guidelines, and 
 standards of professional conduct and practice.  The IRB will include persons 
 with expertise in these areas. 

 
e) The IRB chairperson will solicit recommendations for IBR membership from 

Department Deputy Directors, IRB members, and, as needed, from other 
Department staff, and professional and human services agencies and 
organizations.  Individuals who wish to be considered for IRB membership shall 
indicate their interest by contacting the IRB chairperson.  The Director will 
consider the candidates and make formal appointments to fulfill the specific 
requirements of the IRB composition as required in this Section and 45 CFR 46. 

 
f) The Director will appoint the IRB members, alternate IRB members, IRB Chair, 

and IRB Vice-Chairs.  The IRB will consist of at least five members with varying 
backgrounds.  Composition of the IRB will reflect the anticipated scope and 
complexity of review activities, the types of populations involved, and the size 
and availability of Department resources.  

 
g) IRB Membership 

 
1) The IRB will not consist entirely of men or entirely of women. 
 
2) The IRB will not consist solely of members of one profession. 

 
3) The IRB will include at least one member whose primary concerns are in 

scientific areas.  
 

4) The IRB will include at least one member who is a non-scientist. 
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5) The IRB will include at least one member who is not otherwise affiliated 
with, or part of the immediate family of, a person who is affiliated with the 
Department.  The non-scientist and the member who is not affiliated with 
the Department may be the same individual. 

 
6) An IRB member shall not participate in the initial or continuing review of 

any project in which the member has a conflict of interest, except to 
provide information requested by the IRB. The IRB Chair shall ensure that 
IRB members with a conflict of interest are not present during IRB votes 
subject to their conflict of interest.  
 

7) The IRB may invite individuals with special expertise to assist in the 
review of issues requiring expertise beyond or in addition to that available 
on the IRB. These individuals may not vote with the IRB. 

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.110  Institutional Review Board Procedures 
 

a) The IRB review of applications that are deemed not exempt or not eligible for 
expedited review will occur at convened meetings subject to the Open Meetings 
Act. IRB meetings will include a majority of IRB members who are present at the 
meeting in person or by electronic means, including at least one member whose 
expertise is in non-scientific areas.  

 
b) The IRB has the authority to approve or disapprove, require modification to, or 

observe research, and to suspend or terminate approval (see Section 1005.130). 
Reliance on another institution's IRB or an independent IRB for review of 
research shall be documented by a written agreement that is available for review 
by federal Office of Human Research Protections upon request. 

 
c) The IRB will provide written notification to researchers of approval or 

disapproval of, or required modifications to, proposed research.  
 
d) The IRB Chair will review all research applications involving human subjects to 

determine whether the application involves exempt research. 
 

e) The IRB has the authority to allow repeat release of designated limited data sets 
that are not from a HIPAA covered program without individualized IRB review. 
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f) Requests for approval of disclosure of health data and approval of research that 
involves no more than minimal risk to human subjects and their privacy and 
confidentiality are eligible for an expedited review procedure.  Research projects 
that are eligible for expedited review include those projects found in the  
list of research categories published as eligible for expedited review by the 
Department of Health and Human Services (45 CFR 46) and previously approved 
projects for which minor changes are proposed during the period for which the 
IRB has already given approval, when those projects or changes involve minimal 
risk.  

 
g) If a request is eligible for an expedited review procedure, the review may be 

carried out by the IRB Chair or by one or more experienced reviewers designated 
by the Chair from among members of the IRB.  

 
h) In reviewing the request under an expedited review procedure, the reviewers may 

approve, but not disapprove, the research application.  A research application may 
be disapproved only after review in accordance with the non-expedited review 
procedure. Research applications that have been reviewed under, but not approved 
through, the expedited review procedure will be subject to further IRB review at a 
convened meeting.  

 
i) Prior to approval, the IRB will determine that all of the following requirements 

are satisfied:  
 
1) Risks to subjects shall be minimized; researchers shall use procedures that 

are consistent with sound research design and do not unnecessarily expose 
subjects to risk;  

 
2) Risks to subjects shall be reasonable in relation to the expected benefits to 

subjects and the knowledge that may reasonably be expected to result 
from the research;  

 
3) The selection of subjects shall be equitable; 
 
4) Unless otherwise authorized or permitted by law or regulation, informed 

consent shall be obtained and appropriately documented from each 
participating subject or the subject's legally authorized representative. 
When the IRB determines that the research project must include 
procedures for obtaining informed consent, the IRB shall ensure that 
informed consent is to be obtained under circumstances and through 
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procedures that adhere to all applicable laws and regulations, and 
minimize any coercion or undue influence upon the subject or 
representative.  Unless otherwise authorized or permitted by law or 
regulation, the following elements of informed consent shall be provided 
to each human subject:  

 
A) An explanation of the purposes of, and procedures involved in, the 

research and the expected duration of the subject's participation;  
 
B) A description of any reasonably foreseeable risks or discomforts to 

the subject;  
 
C) A description of any benefits to the subject or to others that may 

reasonably be expected from the research;  
 
D) A statement describing how the confidentiality of records 

identifying the subject will be maintained;  
 
E) Information regarding who should be contacted for answers to 

questions about the research and research subjects' rights and in the 
event of a research-related injury to the subject;  

 
F) A statement that participation is voluntary, refusal to participate 

will involve no penalty or loss of benefits to which the subject is 
otherwise entitled, and the subject may discontinue participation at 
any time without penalty or loss of those benefits; and  

 
G) Any additional information that the IRB determines would further 

protect the rights and welfare of the subject;  
 
5) The research shall make any necessary provisions for data monitoring to 

ensure the safety of subjects;  
 
6) The privacy of subjects and confidentiality of data shall be assured;  
 
7) When the research involves subjects likely to be vulnerable to coercion or 

undue influence, additional safeguards shall be included to protect the 
rights and welfare of these subjects. 
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j) The IRB may deny requests to conduct the research for reasons including, but not 
limited to, that the risks posed to human subjects are too great and for 
noncompliance with applicable laws and regulations. A notice of disapproval 
shall include the reasons for denial in sufficient detail that allows the researcher to 
respond. The researcher will be given the opportunity to respond to the denial in 
person or in writing to the IRB.  

 
k) Any research proposal approved by the IRB shall include a provision that any 

subject who is participating or has participated in the research project who has a 
complaint shall be referred to the IRB to determine whether a protocol has been 
violated.  

 
l) The IRB will review and approve changes to previously approved research 

projects and requests to continue projects beyond the expiration date of the 
current IRB approval. Changes shall not be initiated without IRB review and 
approval except when necessary to eliminate apparent immediate hazards to the 
subjects. 

 
m) The IRB will perform continuing, periodic reviews at intervals commensurate 

with the degree of risk the research poses.  
 
n) The IRB will require a report for each approved research project at its conclusion. 
 
o) For research to be approved at a convened meeting, a majority of members 

present at the meeting must vote in favor.   
 
p) For reviews under expedited review authority, the majority also prevails, if 

expedited review is performed by more than one individual. 
 
q) A quorum must be present at IRB meetings to do business. 

 
r) A quorum is a simple majority of full members of the IRB, except that at least one 

member whose primary concerns are in non-scientific areas must be present.  
 
s) Alternate members of the IRB are counted in the quorum when they are attending 

all or part of a convened meeting on behalf of full members. 
 
t) Members who are eligible to vote but abstain from voting are counted toward the 

quorum.  
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u) Members who must recuse themselves from consideration of a proposal due to 
conflict of interest shall leave the room during consideration of the proposal and 
are not counted in the quorum. 

 
v) The researcher has the right to appeal IRB decisions, including disapprovals, 

terminations of approval, restrictions on study design or study procedures, and 
approval conditions.  Appeals shall be submitted in writing to the IRB within 60 
days after the written notice to the researchers of the IRB's decision. Appeals shall 
provide a rationale for why the researcher believes that the IRB's decision is in 
error.  All written appeals, including those of decisions made through the 
expedited review process, will be placed on the agenda of the next convened 
meeting of the IRB. 

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.120  Administrative Review and Approval 
 

a) In accordance with 45 CFR 46, research proposals and requests for health data 
that have been approved by the IRB are also subject to administrative review and 
approval by the Department.   

 
b) After administrative review of the administrative impact, technical feasibility and 

human subject protection as described in 45 CFR 46, the Director may disapprove 
research that has been approved by the IRB; however, the Director will not 
approve a request if it has not been approved by the IRB.  

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.130  Suspension or Termination of Institutional Review Board Approval  

 
a) The IRB chairperson has the authority to suspend or terminate approval of 

activities that are not being conducted in accordance with the IRB's requirements 
or that have been associated with unexpected serious harm to subjects.  

 
b) Any suspension or termination of approval will include a statement of the reasons 

for the IRB's action and will be reported promptly to the investigator and the 
Director. 

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 
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Section 1005.140  Documentation of Institutional Review Board Activities 
  

a) Documentation of IRB activities will be prepared and maintained and will include 
the following:  
 
1) Copies of all research proposals reviewed, scientific evaluations that may 

accompany the proposals, approved sample consent documents, progress 
reports submitted by researchers, and reports of injuries to participants;  

 
2) Minutes of IRB meetings, which will be in sufficient detail to show 

attendance at the meetings; actions taken by the IRB; the vote on these 
actions, including the number of members voting for, against and 
abstaining; the basis for requiring changes in or disapproving research; 
and a written summary of the discussion of controversial issues and their 
resolution;  

 
3) Records of continuing review activities; 
  
4) Copies of all correspondence between the IRB and investigators;  
 
5) A list of IRB members; and  
 
6) Statements of significant new findings provided to IRB members.  
 

b) A log of approved human research projects will be made public on the 
Department's website unless otherwise exempt from disclosure under the Freedom 
of Information Act. 

 
(Source:  Added at 38 Ill. Reg. ______, effective ____________) 

 
Section 1005.150  Institutional Review Board Applications   

 
a) Applications for IRB review shall be submitted to the Department electronically 

unless otherwise requested by the IRB.  
 
b) Applications involving human subjects research shall include the following 

documentation: 
 
1) A proposal including, but not limited to, the following: 
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A) The names and curriculum vitae of the principal investigator and 
co-principal investigators;  
 

B) An abstract of the project; 
 

C) A full description of the project's purpose, methodology, protocol 
and duration; 

 
D) The number of subjects, the amount of time required for each 

subject's participation, and a detailed description of the interaction 
with the subjects; 

 
E) The procedures for obtaining informed consent and the informed 

consent forms; 
 

F) The questionnaires, testing and measurement instruments;  
 

G) Letters, scripts, posters, notices, flyers, written materials and 
advertisements to be used for subject recruitment; 

 
H) A duly executed unaffiliated investigator agreement for each 

investigator who is not an employee or who is not working on 
behalf of the Department;   
 

I) Proof that each investigator has completed required training in the 
protection of human research subjects; and 
 

J) The Department resources to be used; 
 

2) Identification of funding resources for the research proposal;  
 

3) Any certifications and assurances regarding the protection of human 
research subjects, privacy and confidentiality that are required by law or 
regulation; and 

 
4) Any other information necessary to the IRB review procedure. 
 

c) The IRB will review the application, in accordance with Section  
1005.110 and 45 CFR 46.  
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(Source:  Added at 38 Ill. Reg. ______, effective ____________) 


	77 IAC 1005 Health Statistics adopted notice 9-4-14
	77 IAC 1005 Register copy from JCAR 8-18-14

